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INFORMATION IN THIS DOCUMENT IS INTENDED AS A REFERENCE TO ASSIST OUR CUSTOMERS IN THE SELECTION OF
SHANGHAI FUDAN MICROELECTRONICS GROUP CO., LTD PRODUCT BEST SUITED TO THE CUSTOMER'S APPLICATION;
THEY DO NOT CONVEY ANY LICENSE UNDER ANY INTELLECTUAL PROPERTY RIGHTS, OR ANY OTHER RIGHTS,
BELONGING TO SHANGHAI FUDAN MICROELECTRONICS GROUP CO., LTD OR A THIRD PARTY.

WHEN USING THE INFORMATION CONTAINED IN THIS DOCUMENTS, PLEASE BE SURE TO EVALUATE ALL INFORMATION
AS A TOTAL SYSTEM BEFORE MAKING A FINAL DECISION ON THE APPLICABILITY OF THE INFORMATION AND
PRODUCTS.

PURCHASERS ARE SOLELY RESPONSIBLE FOR THE CHOICE, SELECTION AND USE OF THE SHANGHAI FUDAN
MICROELECTRONICS GROUP CO., LTD PRODUCTS AND SERVICES DESCRIBED HEREIN, AND SHANGHAI FUDAN
MICROELECTRONICS GROUP CO., LTD ASSUMES NO LIABILITY WHATSOEVER RELATING TO THE CHOICE, SELECTION
OR USE OF THE SHANGHAI FUDAN MICROELECTRONICS GROUP CO., LTD PRODUCTS AND SERVICES DESCRIBED
HEREIN. UNLESS EXPRESSLY APPROVED IN WRITING BY AN AUTHORIZED SHANGHAI FUDAN MICROELECTRONICS
GROUP CO., LTD REPRESENTATIVE, SHANGHAI FUDAN MICROELECTRONICS GROUP CO., LTD PRODUCTS ARE NOT
RECOMMENDED, AUTHORIZED OR WARRANTED FOR USE IN MILITARY, AIR CRAFT, SPACE, LIFE SAVING, OR LIFE
SUSTAINING APPLICATIONS, NOR IN PRODUCTS OR SYSTEMS WHERE FAILURE OR MALFUNCTION MAY RESULT IN
PERSONAL INJURY, DEATH, OR SEVERE PROPERTY OR ENVIRONMENTAL DAMAGE.

FUTURE ROUTINE REVISIONS WILL OCCUR WHEN APPROPRIATE, WITHOUT NOTICE. CONTACT SHANGHAI FUDAN
MICROELECTRONICS GROUP CO., LTD SALES OFFICE TO OBTAIN THE LATEST SPECIFICATIONS AND BEFORE PLACING
YOUR PRODUCT ORDER. PLEASE ALSO PAY ATTENTION TO INFORMATION PUBLISHED BY SHANGHAI FUDAN
MICROELECTRONICS GROUP CO., LTD BY VARIOUS MEANS, INCLUDING SHANGHAI FUDAN MICROELECTRONICS
GROUP CO., LTD HOME BLOCK (HTTP:/WWW.FMSH.COM)).

PLEASE CONTACT SHANGHAI FUDAN MICROELECTRONICS GROUP CO., LTD LOCAL SALES OFFICE FOR THE
SPECIFICATION REGARDING THE INFORMATION IN THIS DOCUMENT OR SHANGHAI FUDAN MICROELECTRONICS
GROUP CO., LTD PRODUCTS.

Trademarks

Shanghai Fudan Microelectronics Group Co., Ltd name and logo, the “S H” logo are trademarks or registered trademarks of
Shanghai Fudan Microelectronics Group Co., Ltd or its subsidiaries in China.

Shanghai Fudan Microelectronics Group Co., Ltd, Printed in the China, All Rights Reserved.
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1 Product Overview

1.1 Introduction

FM13HFO1 is a smart label IC which belongs to the ITAG family based on ISO/IEC 15693 and
ISO/IEC 18000-3 for the vicinity applications. It has excellent compatibility with all kinds of
readers, enhanced RF performance and higher reliability of EEPROM. Please contact Fudan
Micro Electronics Company for more documents.

1.2 Features
1.2.1 RF Interface
» ISO/IEC 15693
» Contactless transmission of data and supply energy (no battery needed)
» Operating distance: up to 1.5 m (depending on various parameters as e.g. field strength and
antenna geometry)
» Operating frequency: 13.56 MHz
» Fast data transfer: up to 53 kbit/s
» High data integrity: 16-bit CRC, framing
» True anti-collision
» Password protected Electronic Article Surveillance (EAS)
» Password protected Application Family Identifier (AFI)
> Data Storage Format Identifier (DSFID)
> Password protected Kill functionality
» Additional fast anti-collision read functionality
» Write 2 Block is supported
1.2.2 EEPROM
» 1k bits of total memory, divided in 32 blocks (4 bytes each)
» 32 Blocks configurable data areas that can be divided into secure and common data areas
as needed
» the secure data area is protected by password, you need to check the password before you

can access it
50 years data retention

Write endurance of 100,000 cycles

I BEBRMBFRARGHERAA
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1.2.3 Security

Unique identifier for each device, UID is unchangeable.

Lock mechanism for each user memory block (write protection)
Lock mechanism for DSFID, AFI, EAS

Password (32-bit) protected EAS and AFI functionality
Password(32-bit) protected Kill functionality

YV V.V V V V

Password(32-bit) protected memory access protection

1.2.4 Other characteristics

» Support Open-drain output

1.3 Block diagram

EEPROM

vdd/clk

RF
DIGITAL CTRL
m eedec

ANALOG —

Power g CRC register
managerment

» decode

recovery counter clkgen

code <

IN1

A

IN2

A

A

Figure 1-1 FM13HFO1 Block diagram
1.4 Wafer layout
Please consult Fudan Micro Electronics Company for the wafer datasheet.

141 WIB5-4BG

I BEBRMBFRARGHERAA

Shanghai Fudan Microelectronics Group Company Limited Datasheet

FM13HFO1 HF RFID IC based on ISO/IEC 15693 Ver 1.0 5




(4

Shanghai Fudan Microelectronics Group Company Limited
& gEHETF

FM

10 VOUT

LOGO

IN1 IN2

Figure 1-2 FM13HFO01-WIB5-4BG Bonding pad

Table 1-1 FM13HF01-WIB5-4BG Bonding pad description

Number PIN name PIN Description
1 IN1 antenna RF input
2 IN2 antenna RF input
3 VOUT RF Field Rectified Voltage output
4 10 Open-drain output
14.2 WIB5
LOGO
N1 N2

Figure 1-3 FM13HFO01-WIB5 Bonding pad
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Table 1-2 FM13HF01-WIB5 Bonding pad description

& gEHETF

Number PIN name PIN Description
1 IN1 antenna RF input
2 IN2 antenna RF input
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2 Functional Description

2.1 General description

The FM13HFO1 chip consists of the 2k bits of the total EEPROM memory organized in 64 blocks
each 4 bytes. 128bytes (32 blocks) are available for the user defined data along with the
memory. FM13HF01 contains the RF-Interface and the Digital Control Unit. Energy and data are
transferred via an antenna, which consists of a coil with a few turns directly connected to the IN1
and IN2 of the FM13HFO01. No extra external components are necessary.

2.2 Memory organization

The 128 bytes of the total EEPROM memory are organized in 32 blocks each 4 bytes. 128bytes
(32 blocks) are available for the user defined data.

Memory organization:
» User memory: block 00 to 31
» Password memory: block 32 to 33

Table 2-1 FM13HF01 Memory organization

Page Num Byte Num
EE ADDR
DEX HEX 0 1 2 3

0 Oh 0x00~0x03

Common data area

Secure data area
31 1Fh 0x7C~0x7F

Configuration area

[1]

[1] This area cannot be addressed directly.

There are 32 blocks of the user data area. They are divided into common data area and secure

data area by auth_start_block.

For example, if auth_start_block is set to Block17, BlockO to block16 will be common data area

and block17 to block 31 will be secure data area.

Auth_start_block configuration word can be set by the custom commands which are Cust Write

Auth Start Addr and Cust Read Auth Start Addr.

The data in the common data area can be written and read without limit.

The access to the data of the secure data area is controlled by the password. They can be

written or read only after password verification passed.

Auth_start_block can only be set in the Fast Initial Mode. After the configuration completed and
LBEEMBFEARBRERAA
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the chip powers on, this will not be changed again. The size of the common data area and the
secure data area will be fixed.

221 uiD

The 64-bit unique identifier (UID) is programmed during the production process according to
ISO/IEC 15693-3 and cannot be changed afterwards.

The 64 bits are numbered according to ISO/IEC 15693-3 starting with LSB 1 and ending with

MSB 64.
Table 2-2 UID
MSB LSB
64: 57 56: 1
EO IC Manufacture Serial Number
uiD 7 UID 6 UiD 5 uiD 4 ‘ UID 3 ‘ UID 2 uiD 1 uiDo
2.2.2 Configuration of delivered ICs

FM13HFO1 is delivered with the following configuration by Fudan Micro:

< Unigue identifier is unique and read only

« Status of EAS mode is not defined

* AFl is supported and not defined

« All EAS/AFI password bytes are 00h

* EAS and AFI password protection is disabled
* DSFID is supported and not defined

« User data memory is not defined

Remark: Because the EAS mode is undefined at delivery, the EAS mode shall be set (enabled
or disabled) according to your application requirements during the test or initialization phase.

Remark: If EAS and/or AFI password protection is not required in the targeted application, it is
recommended a random EAS/AFI password is written during the label initialization.

2.3 Communication principle

For detailed description of the protocol and timing please refer to ISO/IEC 15693-2
(modulation, bit-coding, framing, Ref. 2) and ISO/IEC 15693-3 (anticollision, timing, protocol,
Ref. 3).

2.4 Command set

The FM13HFO1 comprises the command set as described in following chapters.

Table 2-3 Command Set Summary

NAME CODE IC MRG CODE TYPE
Inventory 0x01 - Mandatory
LtBEEMBFEARBHRA R
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NAME CODE IC MRG CODE TYPE
Stay Quiet 0x02 - Mandatory
Read Single Block 0x20 - Optional
Write Single Block 0x21 - Optional
Lock Block 0x22 - Optional
Read Multiple Blocks 0x23 - Optional
Select 0x25 - Optional
Reset To Ready 0x26 - Optional
Write AFI 0x27 - Optional
Lock AFI 0x28 - Optional
Write DSFID 0x29 - Optional
Lock DSFID 0x2A - Optional
Get System Information 0x2B - Optional
Get Multiple Block Security Status 0x2C - Optional
Inventory Read 0xAO0 0x1D Custom
Fast Inventory Read O0xAl 0x1D Custom
Set EAS OxA2 0x1D Custom
Reset EAS OxA3 0x1D Custom
Lock EAS 0xA4 0x1D Custom
EAS Alarm OxA5 0x1D Custom
Password Protect EAS/AFI OxA6 0x1D Custom
Get Random Number 0xB2 0x1D Custom
Set Password 0xB3 0x1D Custom
Write Password 0xB4 0x1D Custom
Lock Password 0xB5 0x1D Custom
Kill 0xB9 0x1D Custom
Write 2 Blocks 0xD5 0x1D Custom
Stay Quiet Persistent 0xBC 0x1D Custom
Pad 10 On Off 0xC5 0x1D Custom
Cust Read Auth Start Addr 0xC3 0x1D Custom
Cust Write Auth Start Addr 0xC2 0x1D Custom
24.1 Mandatory commands
24.1.1 Inventory
As defined in ISO/IEC 15693-3.
2.4.1.2 Stay Quiet
As defined in ISO/IEC 15693-3.
2.4.2 Optional commands
24.2.1 Read Single Block
As defined in ISO/IEC 15693-3.
LBEEMBFEARBRERAA
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Option 0 (Option flag not set) is supported.
Option 1 (Option flag set) is supported.

2.4.2.2 Write Single Block

As defined in ISO/IEC 15693-3.
Option 0 (Option flag not set) is supported.
Option 1 (Option flag set) is supported.

2.4.2.3 Lock Block

As defined in ISO/IEC 15693-3.
Option 0 (Option flag not set) is supported.
Option 1 (Option flag set) is supported.

2424 Read Multiple Blocks

As defined in ISO/IEC 15693-3.
Option 0 (Option flag not set) is supported.
Option 1 (Option flag set) is supported.

Remark: If the sum of the first block humber and the number of blocks exceeds the total
available number of user blocks, the number of transmitted blocks is less than the requested
number of blocks, which means that the last returned block is the highest available user block,
followed by the 16-bit CRC and the EOF.

2.4.2.5 Select

As defined in ISO/IEC 15693-3.

2.4.2.6 Reset To Ready
As defined in ISO/IEC 15693-3.

2.4.2.7 Write AFI

As defined in ISO/IEC 15693-3.
Option 0 (Option flag not set) is supported.
Option 1 (Option flag set) is supported.

Remark: This command maybe password protected

2.4.2.8 Lock AFI

As defined in ISO/IEC 15693-3.
Option 0 (Option flag not set) is supported.
Option 1 (Option flag set) is supported.

Remark: This command maybe password protected

24.2.9 Write DSFID

As defined in ISO/IEC 15693-3.
Option 0 (Option flag not set) is supported.
Option 1 (Option flag set) is supported.

2.4.2.10 Lock DSFID

As defined in ISO/IEC 15693-3.
Option 0 (Option flag not set) is supported.
Option 1 (Option flag set) is supported.

2.4.2.11 Get System Information

As defined in ISO/IEC 15693-3.
The IC Reference in TAG response of FM13HFO01 is “12h”.

I BEBRMBFRARGHERAA
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2.4.2.12 Get Multiple Block Security Status
As defined in ISO/IEC 15693-3.

Remark: If the sum of the first block nhumber and the number of blocks exceeds the total
available number of user blocks the number of transmitted security status bytes is less than the
requested number, which means that the last returned status byte is the one corresponding to the
highest available user block, followed by the 16-bit CRC and the EOF.

2.4.3 Custom Commands

The IC Mfg Code in the custom command should be“1Dh”.
For the structure of custom commands please refer to ISO/IEC 15693-3.
If not explicitly specified differently all address modes are supported.

243.1 INVENTORY READ(0xAO)

Command code = AOh

When receiving the INVENTORY READ request, FM13HFO1 performs the same as the
anti-collision sequence, with the difference that instead of the UID and the DSFID, the requested
memory content is re-transmitted from FM13HFO1.

If an error is detected, the FM13HFO1 remains silent.

If the Option flag is set to logic 0, n blocks of data are re-transmitted. If the Option flag is set to
1, n blocks of data and the part of the UID which is not part of the mask are re-transmitted.
The request contains:

* Flags

* INVENTORY READ command code
* |C manufacturer code

* AFI (if AFI flag set)

* Mask length

* Mask value (if mask length > 0)

* First block number to be read

¢ Number of blocks to be read

e CRC16
Table 2-3 Request format

S IC First Number E

INVENTORY Mask Mask

Flags Mfg AFI block of CRC16

PASSWORD Length Value

F Code number blocks F
8bits
. . . . . Oto 64 i ) )
- | 8 bits 8 bits 8 bits | optio 8 bits bit 8 bits 8 bits 16 bits | -
its
nal

The Inventory_flag must be set to logic 1.
The meaning of flags 5 to 8 is in accordance with table 5 in ISO/IEC 15693-3.

The number of blocks in the request is one less than the number of blocks that the FM13HF01
LBEEMBFEARBRERAA
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returns in its response.
If the Option flag in the request is set to logic O the response contains:
Table 2-4 Response format: Option flag logic O

SOF Flags Data CRC16 EOF

- 8 bits Block length 16 bits -
Repeated as needed

The FM13HFOL1 reads the requested block(s) and sends back their value in the response. The
mechanism and timing of the INVENTORY READ command performs the same as the
INVENTORY command which is described in clause 8 of ISO/IEC 15693-3.

If the Option flag in the request is set to logic 1, the response contains:

Table 2-7 Response format: Option flag logic 1

Rest of UID which is not part of the

SOF Flags Data CRC16 EOF
mask and slot number
- 8 bits | 0~64 bits Block length 16 bits -
. . Repeated as
Multiple of 8 bits
needed

The FM13HFOL1 reads the requested block(s) and sends back their value in the response.
Additionally the bytes of the UID, which are not parts of the mask and the slot number in case of
16 slots, are returned. Instead of padding with zeros up to the next byte boundary, the
corresponding bits of the UID are returned. The mechanism and timing of the INVENTORY
READ command perform the same as the INVENTORY command which is described in clause 8
of ISO/IEC 15693-3.

Remark: The number of bits of the re-transmitted UID can be calculated as follows:

* 16 slots: 60 bits (bit 64 to bit 4) - mask length rounded up to the next byte boundary

* 1 slot: 64 bits - mask length rounded up to the next byte boundary
Remark: If the sum of first block number and number of blocks exceeds the total available
number of user blocks, the number of transmitted blocks is less than the requested number of
blocks, which means that the last returned block is the highest available user block, followed by
the 16-bit CRC and the EOF.

Example: mask length = 30 bits
Returned: bit 64 to bit 4 (30 bits) = 30 gives 4 bytes

Table 2-8 Example: mask length = 30

ByteO Bytel Byte2 Byte3 Byte4 Byte5 Byte6 Byte7 uiD

. . . . transmitted by
mask value including padding with zeros -

interrogator

transmitted by
FM13HFO1

- returned value

I BEBRMBFRARGHERAA
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2.4.3.2 FAST INVENTORY READ(0xAL)

Command code = Alh

When receiving the FAST INVENTORY READ command the FM13HFO1 behaves the same as
the INVENTORY READ command with the following exceptions:

The data rate in the direction FM13HFOL1 to the interrogator is twice that defined in ISO/IEC
15693-3 depending on the Datarate_flag 53 kbit (high data rate) or 13 kbit (low data rate).

The data rate from the interrogator to the FM13HFO01 and the time between the rising edge of the
EOF from the interrogator to the FM13HFO1 remain unchanged (stay the same as defined in
ISO/IEC 15693-3).

In the FM13HFO1 to the interrogator direction, only the single subcarrier mode is supported.
2.4.3.3 SET EAS(0xA2)
Command code = A2h

The SET EAS command enables the EAS mode if the EAS mode is not locked. If the EAS mode

is password protected the EAS password has to be first transmitted with the SET PASSWORD
command.

The timing of the command is write alike.
Option 0 (Option flag not set) is supported.
Option 1 (Option flag set) is supported.

Table 2-9 Request format

IC Mfg
SOF Flags SET EAS uiD CRC16 EOF
Code
- 8 bits 8 bits 8 bits 64 bits optional 16 bits -

Table 2-10 Response format when Error flag set
SOF Flags Error Code CRC16 EOF

- 8 bits 8 bits 16 bits -

Table 2-11 Response format when Error_flag not set
SOF Flags CRC16 EOF

- 8 bits 16 bits -

2434 RESET EAS(0xA3)

Command code = A3h

The RESET EAS command disables the EAS mode if the EAS mode is not locked. If the EAS
mode is password protected the EAS password has to be first transmitted with the SET
PASSWORD command.

The timing of the command is write alike.

Option 0 (Option flag not set) is supported.

Option 1 (Option flag set) is supported.
LBEEMBFEARBRERAA
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2.4.3.6

SOF Flags LOCK EAS |IC Mfg Code uiD CRC16 EOF
- 8 bits 8 bits 8 bits 64 bits optional 16 bits -
Table 2-16 Response format when Error flag set
SOF Flags Error Code CRC16 EOF
- 8 bits 8 bits 16 bits -
Table 2-17 Response format when Error_flag not set
SOF Flags CRC16 EOF
- 8 bits 16 bits -
EAS ALARM(0xA5)
Command code = A5h
If the EAS mode is enabled, the EAS sequence is returned from the FM13HFOL.
iﬁﬁu%ﬁfiﬁ%Ec%jﬁﬁi%ﬁg Datasheet
FM13HFO01 HF RFID IC based on ISO/IEC 15693 Ver 1.0 15
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SOF Flags RESET EAS g uiD CRC16 EOF
Code
- 8 bits 8 bits 8 bits 64 bits optional 16 bits -
Table 2-13 Response format when Error_flag set
SOF Flags Error Code CRC16 EOF
- 8 bits 8 bits 16 bits -
Table 2-14 Response format when Error_flag not set
SOF Flags CRC16 EOF
- 8 bits 16 bits -

LOCK EAS(OxA4)

Command code = Adh

The LOCK EAS command locks the current state of the EAS mode and the EAS ID. If the EAS
mode is password protected the EAS password has to be first transmitted with the SET

PASSWORD command.

The timing of the command is write alike.

Option 0 (Option flag not set) is supported.

Option 1 (Option flag set) is supported.

Table 2-15 Request format
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SOF Flags EAS ALARM | IC Mfg Code uibD CRC16 EOF
- 8 bits 8 bits 8 bits 64 bits optional 16 bits -
If an error is detected the FM13HFO1 remains silent.
Table 2-19 Response format
SOF Flags EAS Sequence CRC16 EOF
- 8 bits 256 bits 16 bits -

EAS sequence (starting with the LSB, which is transmitted first; read from left to right):

11110100
00010111
01000001
10001111

11001101 01000110 00001110
10001101 00000001 00011100
01011011 01011001 01100001
00111001 10001011 01001000

If the EAS mode is disabled, FM13HFO1 remains silent.

2.4.3.7

Command code = A6h

PASSWORD PROTECT EAS/AFI(0xAB)

10101011 11100101 00001001
01001011 10000001 10010010
11110110 11110101 11010001
10100101 01001110 11101100

11111110
01101110
00001101
11110111

The PASSWORD PROTECT EAS/AFI command enables the password protection for EAS
and/or AFI if the EAS/AFI password is first transmitted with the SET PASSWORD command.

Option flag set to logic 0: EAS will be password protected.

Option flag set to logic 1: AFI will be password protected.

Both password protections (AFI and EAS) can be enabled separately.

Remark: Independent of the Option flag, this write-alike command will be executed like a write
command with Option flag 0 (Option flag not set).

Once the EAS/AFI password protection is enabled, it is not possible to change back to
unprotected EAS and/or AFI.

The timing of the command is write alike (as write command with Option flag 0).

Table 2-20 Request format

PASSWORD IC Mig
SOF Flags PROTECT Code uiD CRC16 EOF
EAS/AFI
- 8 bits 8 bits 8 bits 64 bits optional 16 bits -
Table 2-21 Response format when Error flag set
SOF Flags Error Code CRC16 EOF
- 8 bits 8 bits 16 bits -
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Table 2-22 Response format when Error_flag NOT set
SOF Flags CRC16 EOF
- 8 bits 16 bits -

2.4.3.8 GET RANDOM NUMBER(0xB2)

Command code = B2h

The GET RANDOM NUMBER command is required to receive a random number from the label
IC. The passwords that will be transmitted with the SET PASSWORD command have to be
calculated with the password and the random number.

The different passwords are addressed with the password identifier.

Table 2-25 Request format

GET RANDOM IC Mfg
SOF Flags uID CRC16 EOF
NUMBER Code
- 8 bits 8 bits 8 bits 64 bits optional 16 bits -

Table 2-26 Response format when Error_flag set
SOF Flags Error Code CRC16 EOF

- 8 bits 8 bits 16 bits -

Table 2-27 Response format when Error_flag NOT set
SOF Flags Random number CRC16 EOF

- 8 bits 16 bits 16 bits -

2.4.3.9 SET PASSWORD(0xB3)

Command code =B3h

The SET PASSWORD command enables the EAS/AFI password to be transmitted to the label to
access EAS and/or AFI (if the EAS and/or AFI password is enabled). The SET PASSWORD
command has to be executed just once for the related password if the label is powered.

Remark: The SET PASSWORD command can only be executed in Addressed or Selected
mode.

The XOR password has to be calculated with the password and two times the received random
number from the last GET RANDOM NUMBER command:

XOR_Password[31:0]= Password[31:0] XOR {Random_Number[15:0], Random_Number[15:0]}
The EAS/AFI password is addressed with the password identifier.

Table 2-28 Request format

IC
SET Password XOR
SOF | Flags Mfg uiD ) » CRC16 | EOF
PASSWORD identifier | password
Code
- 8 bits | 8 bits 8 bits |64 bits | 8 bits 32 bits 16 bits | -
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optional ‘ ‘

Table 2-29 Password Identifier

Password Identifier Password
10h EAS/AFI
OFh Read/Write/KILL

Table 2-210 Response format when Error flag set
SOF Flags Error Code CRC16 EOF

- 8 bits 8 bits 16 bits -

Table 2-211 Response format when Error flag NOT set
SOF Flags CRC16 EOF
- 8 bits 16 bits -

Remark:
If the IC receives an invalid password, it will not execute any following command until a
Power-On Reset (POR) (RF reset) is executed.

2.43.10 WRITE PASSWORD(0xB4)

Command code = B4h

The WRITE PASSWORD command enables a new password to be written into the related
memory if the related old password has already been transmitted with a SET PASSWORD
command and the addressed password is not locked

Remark: The WRITE PASSWORD command can only be executed in addressed or selected
mode. The new password takes effect immediately which means that the new password has to
be transmitted with the SET PASSWORD command to access protected blocks.

The EAS/AFI password is addressed with the password identifier.
The timing of the command is write alike.

Option 0 (Option flag not set) is supported.

Option 1 (Option flag set) is supported.

Table 2-12 Request format

IC
WRITE Password
SOF | Flags Mfg uID ] o Password | CRC16 | EOF
PASSWORD identifier
Code
) ) ) 64 bits . ) )
- 8 bits | 8 bits 8 bits . 8 bits 32 bits 16 bits | -
optional
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Table 2-13 Password identifier

Password Identifier Password
10h EAS/AFI
OFh Read/Write/KILL

Table 2-14 Response format when Error flag set
SOF Flags Error Code CRC16 EOF

- 8 bits 8 bits 16 bits -

Table 2-33 Response format when Error flag NOT set
SOF Flags CRC16 EOF
- 8 bits 16 bits -

2.4.3.11 LOCK PASSWORD(0xB5)

Command Code = B5h
The LOCK PASSWORD command enables the addressed password to be locked if the related

password has already been transmitted with a SET PASSWORD command. A locked password
cannot be changed.

The EAS/AFI password is addressed with the password identifier.
The timing of the command is write alike.

Option 0 (Option flag not set) is supported.

Option 1 (Option flag set) is supported.

Table 2-15 Request format

LOCK IC Mfg Password
SOF Flags uiD . . CRC16 EOF
PASSWORD Code identifier
i ) i 64 bits ) i
- 8 bits 8 bits 8 bits ] 8 bits 16 bits -
optional

Table 2-16 Password identifier

Password ldentifier Password
10h EAS/AFI
OFh Read/Write/KILL

Table 2-17 Response format when Error_flag set
SOF Flags Error Code CRC16 EOF
- 8 bits 8 bits 16 bits -
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Table 2-18 Response format when Error_flag not set
SOF Flags CRC16 EOF
- 8 bits 16 bits -
Kill(0xB9)

Command code =B9h

The Kill command enables the FM13HFO1 Label IC to be destroyed if the Kill password is
correct. This command is irreversible and the FM13HFO1 will never respond to any command
again.

Table 2-19 Request format

SOF Flags Kill IC Mg uiD XOR CRC16 EOF
Code Password
- 8 bits 8 bits 8 bits 64 bits optional | 32 bits 16 bits
Table 2-20 Response format when Error_flag set
SOF Flags Error Code CRC16 EOF
- 8 bits 8 bits 16 bits -
Table 2-40 Response format when Error flag NOT set
SOF Flags CRC16 EOF
- 8 bits 16 bits -

WRITE 2 BLOCKS(0xD5)

Command code = D5h

User data will be fast initialized with this command. 64bits data are written into the two adjacent
blocks by one time communication.

The timing is about the same to Write Single Block command except the time that the chip
spends on running the write operation is about the twice of it.

Table 2-41 Request format

WRITE IC Mfg Start
SOF | Flags uiD Data CRC16 | EOF
2 Blocks Code Block
) ) ) 64 bits ) ) )
- 8 bits | 8 bits 8 bits . 8 bits 64 bits 16 bits -
optional

UID is optional. It is only effective in Addressed mode.

Start Block is the start block address.

The low 32 bits Data will be write into the Start Block. The high 32 bits Data will be written into
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the next of the start block(Start Block+1).

Write Data[63:0]

Bit 63 ~ Bit 32 Bit 31 ~ Bit0

Start Block + 1 Start Block

In the Addressed mode or Selected mode, if the Start Block is out of range and the command is
effective, error code “OF” will be returned. Because two block are written successively, the Start
Block’s effective range is BlockO~Block61. Block61 is the highest block which can be addressed.
The number of Start Block can be even or odd.

The data written will be unsuccessful if one of the Block has been locked. In the Addressed
mode and the Selected mode, Error code “OF” will be returned.

The Error code is “OF” when there is a response error. Otherwise, when response error not
occurred, if Option_flag is set, FM13HFO01 start to backscatter after the EOF is received from the
reader. If Option_flag is not set, FM13HFO1 will start to backscatter after the time that specified
in the ISO/IEC 15693-3.

Table 2-42 Response format when Error_flag set

SOF Flags Error Code CRC16 EOF
- 8 bits 8 bits 16 bits -
Table 2-43 Response format when Error_flag NOT set
SOF Flags CRC16 EOF
- 8 bits 16 bits -

Stay Quiet Persistent (0xBC)

Command code =BCh

Remark:

The Stay Quiet Persistent command can only be executed in Addressed or Selected mode.

When receiving the STAY QUIET PERSISTENT command, the label IC enters the persistent
quiet state and will not send back a response.

The Stay Quiet Persistent command does not support Option_flag =1.

The chip that correctly executed the Stay Quiet Persistent command will jump to the Quiet state.
the chip in the Quiet state does not respond to Inventory instructions and only executes
instructions sent in Addressed mode.

The Stay Quiet Persistent command provides the same behavior as the mandatory STAY
QUIET command with the only difference at a reset (power off). The label IC will turn to the
ready state, if the power off time is exceeding the persistent time whose typical value is about
2s.
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Table 2-44 Request format
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SOF | Flags Stay Quiet Persistent IC Mfg Code uiD CRC16 EOF
. . . 64 bits _
- 8 bits 8 bits 8 bits ) 16 bits -
optional

PAD 10 On-Off (0xC5)

Command code =C5h

PAD IO On-Off instruction is used to control the IO pin to output the open-drain signal at a
certain frequency. This signal can be used to light a LED.

Table 2-45 Request format

PAD IO IC Mfg LED LED
SOF | Flags uiD CRC16 | EOF
On Off Code CFG1 CFG2
. . } 64 bits . } .
- 8 bits 8 bits 8 bits ] 8 bits 64 bits 16 bits -
optional

Command’s parameter description:

(1) UID is optional which is effective only in addressed mode

(2) LED CFGL1 is used to configurate the 10 signal:

Led Cfgl signal type
8'h00 High level (realized by the off-chip pull up resistor)
8'h01 Low level
8'h02 A pin signal is switched between high level and low level at a
certain frequency, and the switching frequency is determined by
the Led CFG2.
Other Invalid

LED CFG2 is used to set the switching frequency of the 10 when LED cfg1=8'h02. That
means the LED'’s flicker frequency.

Led Cfg2[1:0] signal period
2’00 77ms
2'b01 38ms
2'b10 154ms
2'b11 308ms

Table 2-46 Response format when Error flag set

(3) The T1 time of this command is the same to Read Single Block which is 320.9us.

SOF Flags Error Code CRC16 EOF
- 8 bits 8 bits 16 bits -
LtBEEMBFEARBHRA R
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Table 2-47 Response format when Error_flag NOT set
SOF Flags CRC16 EOF
- 8 bits 16 bits -

Cust Read Auth Start Addr (0xC3)

Command code=C3H
Remark:

This instruction is used to confirm the configuration after setting the secure address boundary in

fast initialization mode.

Block Address=0x0F

This instruction is valid only if the chip is in fast initialization mode

Table 2-48 Request format

Cust Read Auth IC Mfg Block
SOF | Flags uiD CRC16 | EOF
Start Addr Code Address
) ] ] 64 bits ] )
- 8 bits 8 bits 8 bits ] 8 bits 16 bits -
optional
Table 2-49 Response format when Error_flag set
SOF Flags Error Code CRC16 EOF
- 8 bits 8 bits 16 bits -
Table 2-50 Response format when Error_flag NOT set
SOF Flags CRC16 EOF
- 8 bits 16 bits -

Cust Write Auth Start Addr (0xC2)
Command code=C2H

Remark:

Block Address=0x0F

mode

This command is used to set Auth Start Block. It is valid only if the chip is in fast initialization

Table 2-51 Request format

Cust Write Auth | IC Mfg Block
Flags uiD Data | CRC16 | EOF
Start Addr Code Address
LtBEEMBFEARBHRA R
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24421

24422

2443
24431

24432
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SOF
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- 8 bits

8 bits

8 bits

64 bits
optional

8 bits

32bits

16 bits -

In the command, Data’s length is 32 bits whose first 16 bits [31:16] is meaningless data which
cannot be written into the EEPROM. The last 16 bits [15:0] is valid. Data[15:8] is the security
boundary and Data[7: 0] is its inverse code.

Table 2-52 Response format when Error_flag set

SOF Flags Error Code CRC16 EOF
- 8 bits 8 bits 16 bits -
Table 2-53 Response format when Error_flag NOT set
SOF Flags CRC16 EOF
- 8 bits 16 bits -

Error handling

Transmission errors

According to ISO/IEC 15693 the label IC will not respond if a transmission error (CRC, bit coding,
bit count, wrong framing) is detected and will silently wait for the next correct received command.

Not supported commands or options

If the received command or option is not supported, the behavior of the label IC depends on the
addressing mechanism.

Non Addressed Mode

The label IC remains silent.

Addressed or Selected Mode

The addressed or selected label IC responds with the error code “OFh” (error with no information
given or error code is not supported).

If the Inventory flag or the Protocol Extension flag is set, the label IC will not respond if the
command or option is not supported.

Parameter out of range
Read commands

If the sum of the first block number and the number of blocks exceeds the total available number
of user blocks, the number of transmitted blocks is less than the requested number of blocks,
which means that the last returned block is the highest available user block, followed by the
16-bit CRC and the EOF.

Write and lock commands

If the address of a block to be written does not exist or a block to be written is locked, the
behavior of the label IC depends on the addressing mechanism.
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® Non Addressed Mode
The label IC remains silent and aborts the command without writing anything.
® Addressed or Selected Mode
The addressed or selected label IC responds with the error code “OFh”(error with no

information given or error code is not supported).

Data integrity

Following mechanisms are implemented in the contactless communication link between
interrogators and label to ensure very reliable data transmission:

16-bit CRC per block

Bit count checking

Bit coding to distinguish between logic 1, logic 0, and no information
Channel monitoring (protocol sequence and bit stream analysis)

Fast Init Mode

Fast Init Mode is the default mode when the chip leaves the factory.
In Fast Init Mode, the data area can be accessed using mandatory and optional instructions.

Fast Init Mode is a special mode that exists only once throughout the whole life cycle of the label.
After the initialization of the tag data completed, the starting address of the security data area
Auth Start Block must be set. This step causes the chip to exit the Fast Init Mode. After the chip is
powered on again, it will exit the Fast Init Mode, and Auth Start Block will no longer be rewritten.

Note: in Fast Init Mode, Block data can be rewritten even if the Block is locked to read-only. After
exiting fast init mode, read-only settings will take effect.

Identification of Fast Init Mode

The value of Auth Start Block in the configuration information area OxOF in Fast Init Mode is 8'
hA5 whose inverse code is 8' h5A. The Cust Read Auth Start Addr (OxC3) command can be used
to read out the safe configuration area (Block address 0 xOF) data to judge whether the label is in
fast initialization mode.

Page No Byte Number inside a page
DEC HEX 0 1 2 3
Auth Start Block Invt Auth Start Block
15 OFh
0xA5 0x5A

Exit of Fast Init Mode

Fast Init Mode is used to fulfill the initialization of the label's data quickly. In this mode, data can
be written into the chip’s user area without any permission restriction. The label should exit the
fast initialization mode so that the sensitive data can be protected properly.
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FM13HFO1 support users to divide data areas into common data areas and secure data areas.
Among them, the security data area needs to pass the password check to get the permission to
access. User can set the starting address of the secure data area by configuring the Auth Start
Block value. User should complete the setting of the security configuration area at the last step of
the initialization of the label data, setting the starting address of the security data area to the
desired value. Auth Start Block settings are checked using inverse code. They must be set

correctly.

Depend)i,ng on the Auth Start Block value, the configurable data area can be divided into:
Auth Start Block value Common data Block Secure data Block
0x00 No exit 0x00 ~ Ox1F
0x00 < Auth Start Block <= Ox1F | 0x00 ~ Auth Start Block - 1 | Auth Start Block ~ Ox1F
>0x1F 0x00 ~ Ox1F No exit
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4 Characteristics

4.1 Limiting values

Table 3-1 FM13HFO1 Limiting values [1] [2]

Symbol Parameter Conditions Min Max Unit

Tsig storage temperature -55 +125 °C

I input current (IN1 to IN2) IN1 to IN2; RMS - 30 mA

VEesp ESD (HBM) [3] 2 KV

1O pin maximum

VIO ) 1.65 \%

withstand voltage

[1] : Stresses above one or more of the limiting values may cause permanent damage to the
device.

[2] : This product includes circuitry specifically designed for the protection of its internal
devices from the damaging effects of excessive static charge. Nevertheless, it is
suggested that conventional precautions be taken to avoid applying greater than the
rated maxima.

[3]: Human body model: C = 100 pF, R = 1.5 k. For ESD measurement, the IC was

mounted in a CDIP8 package.

4.2 Normal Working Condition

Table 3-2 FM13HFO01 normal working condition

Symbol Parameter Min Typ Max Unit
Ta Temperature -40 +25 +85 °C
HA Antenna field strength 0.15 8 A/M
4.3 Electrical characteristics

Table 3-3 Electrical characteristics

Symbol Parameter Conditions Min Typ Max Unit
f; Input frequency [1] 13.553 | 13.56 | 13.567 | MHz
Ci Input capacitance | Between INl1and IN2[2]K 22.3 23.5 24.7 pF
Silence persistent i
Tp _ 25C [31] 2 s
time

[1] Bandwidth limitation (+7 kHz) according to ISM band regulations.
LtBEEMBFEARBHRA R
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[2] Measured with Agilent E5061B at 13.56 MHz and 0.707V RMS.

[3] The maximum persistent time strongly depends on the ambient temperature.

4.4 EEPROM characteristics

Table 3-4 EEPROM characteristics

S sapaTF

Symbol Parameter Conditions Min Typ Max | Unit
tret Retention time Tambp = 55°C 50 year
Nenduaw) Write endurance Tamb = 25°C 100,000 cycle
LBEEMBFERARBRERAT
Shanghai Fudan Microelectronics Group Company Limited Datasheet
FM13HFO1 HF RFID IC based on ISO/IEC 15693 Ver 1.0 28




Shanghai Fudan Microelectronics Group Company Limited

S sapaTF

FM

5 Ordering information
Type Number Wafer Type Description
8 inch bump wafer (sawn, laser diced; 150 um
Bump Sawn | thickness, without UV exposure, on film frame
FM13HFO01-WIB5 ) . - _ .
Wafer carrier; electronic fail die marking according to
SECSII format) 2bump
8 inch bump wafer (sawn, laser diced; 150 um
Bump Sawn thickness, without UV exposure, on film frame
FM13HF01-WIB5-4BG _ . - . :
Wafer carrier; electronic fail die marking according to
SECSII format) 4bump
8 inch wafer (sawn, laser diced; 150 um thickness,
FM13HFO1-WIS5 Sawn Wafer | on film frame carrier; electronic fail die marking

according to SECSII format)

Company Name

= 13HF 01 XXX

FM=Shanghai Fudan Microelectronics Group Company Limited

Product Family Name

13HF= High frequency RFID chip based on ISO/IEC 15693

Memory

01= 1K bit EEPROM

Product Type

Wafer Type

WIS= Sawn Wafer

WIB= Bump Wafer without UV exposure

WIBU= Bump Wafer with UV exposure
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Sales and service

Shanghai Fudan Microelectronics Group Co., Ltd.

Address: Bldg No. 4, 127 Guotai Rd,
Shanghai City China.

Postcode: 200433
Tel: (86-021) 6565 5050
Fax: (86-021) 6565 9115

Shanghai Fudan Microelectronics (HK) Co., Ltd.
Address: Unit 506, 5/F., East Ocean Centre, 98 Granville Road, Tsimshatsui East, Kowloon, Hong Kong

Tel: (852) 2116 3288 2116 3338
Fax: (852) 2116 0882

Beijing Office

Address: Room 423, Bldg B, Gehua Building,

1 QingLong Hutong, Dongzhimen Alley north Street,
Dongcheng District, Beijing City, China.

Postcode: 100007

Tel: (86-010) 8418 6608
Fax: (86-010) 8418 6211

Shenzhen Office

Address: Room.1301, Century Bldg, No. 4002, Shengtingyuan Hotel, Huagiang Rd (North),
Shenzhen City, China.

Postcode: 518028

Tel: (86-0755) 8335 0911 8335 1011 8335 2011 8335 0611

Fax: (86-0755) 8335 9011

Shanghai Fudan Microelectronics (HK) Ltd Taiwan Representative Office

Address: Unit 1225, 12F., No 252, Sec.1 Neihu Rd., Neihu Dist., Taipei City 114, Taiwan
Tel : (886-2) 7721 1889

Fax: (886-2) 7722 3888

Singapore Office

Address: 47 Kallang Pudding Road, #08-06,The Crescent @ Kallang ,Singapore 349318
Tel: (65) 6443 0860

Fax: (65) 6443 1215

Fudan Microelectronics (USA) Co.

Address: 97 E Brokaw Road, Suite 320,San Jose,CA 95112
Tel: (+1)408-335-6936

Web Site: http://www.fmsh.com/
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